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Goal: 


Demonstrate the operational readiness of face recognition in video 
technology for surveillance at the border 


Objectives: 


Achieved Technology Readiness Level 7 

Establish approved & validated privacy & security protocol 
Build inter-agency ties for watch list development 
Demonstrate face-based surveillance in operation 


Deliverables: 


Concept of Operations 

Approved Privacy Impact Assessment 

Demonstration System Performance Analysis & Report 
Report on FR capabilities/limitations in an operational setting 


Lead Organization: Canada Border Services Agency 


Partnership: Face4 Systems Inc, ADGA Group, University of 
Quebec ETS 


Stakeholders: RCMP, Public Safety, Transport Canada, 
participated on the 
project Advisory Board. 


Start-End: 1 April 2014 to 1 March 2017 
Funds: CSSP $1,405,731; In-Kind $1,213,674; Total $2,619,405 


Y Demonstrated that Face Recognition in Video works 


well in a semi-constrained operational environment 
* Used a watchlist of 5000 previously deported people 
* Processed more than 15,000 travellers per day 
* Generated less than 50 alerts/day to a surveillance officer 
e Correctly detected 47 persons of interest 


Y Provided a recommendations for moving forward 
* engineer each implementation to optimize the face recognition 
performance 
* quality and composition of watchlist images has a significant 
impact on surveillance performance 
* ensure that privacy controls are built in and that all stakeholders 
are aware of their obligations to protect privacy. 
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À High Level Architecture 
À Privacy Impact Assessment 


À Concept of Operation 


Watchlist of 5000 previously deported people 


Recommendations for future research and development. 
Generated less than 50 alerts/day 


Move project including 
The independent confirmation of the system performance through off-line match 


The Faces on the Move system deployment and the collection of operational as well 
adjudication by CBSA. 


The technical and privacy policy framework for the deployment of the Faces on the 
as control data. 


The analysis of the performance of the system documented in the final report 
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Privacy Impact Analysis (PIA) demonstrated that FRIV has a place in 
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Face4 now have a proven product, Face4 Lookout System that they are 
taking to potential customers in North America, Europe and Asia Pacific 


markets. 


GoC Public Saftey now has evidence and recommendations associated to 


the deployment of watchlist screen 
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Irport 


t for managing traveler flow at an al 


The concepts and lessons learned will be used in the CSSP Chain of Trust 
projec 


The final report will be distributed within the CBSA and to the project public 


safety stakeholders 
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Face4 will work with the CBSA and CSSP to create media briefings (once 


the project is socialized within the CBSA). 


Potential to share the results of the project at the Smart Borders Conference 


November of 2017. 


IN 
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The project was executed and final reports are being 


completed 


There are no completion risks 
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With a carefully engineered capture environment, non-cooperative face 


llance modality is ready for use today. 


ION IN a SUI VEI] 


t 


recogni 


controls are built in and that all stakeholders are aware of their obligations to 


The early involvement of privacy experts is essential to ensuring that privacy 
protect privacy. 


The quality and composition of watch list images has a significant impact on 


surveillance performance. 
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Final Analysis Report 
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The following decisions were made by PCC members 


The communications effort around the project needs to 


be carefully coordinated across project partners, with 
multiple products prepared for different audiences. 


through 


th external experts should be highlighted 


ing privacy issues 


The approach to address 
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Front Marchand, Jodi 

Sent: July 7, 2016 11:41 AM 

To: Baklid, Bente 

Rydzik, Marc-Andre; Ojha, Richard; Moxon, Christopher 


From: Bissessar, David 

Sent: Juiy-07-16 11:35 AM 

To: ‘Marchand, Jodi’; Mungham, Топу 
Cc: Moxon, Christopher 

Subject: RE: FOTM 


Hi Jodi 


The project's budget is around $2.6M over three years at this point. 


Of that $2.6M, we received about $1.4 of funding from Defense Research and Development Canada. 
maining $1.2M in costs are covered by the CBSA, and our partners (Face 4 Systems, ADGA, Universite du û 
and a few OGD). | 


| writin 

| privacy impact assessment and 

| laying the operations and policy 
| foundations for the test run. 


and PIA, 
| | | ting SOP 
| (eara | Deploying software at 13, running 
| demonstration, documenting results. | 


Regards, 
DAvid 


Sent: July-07-16 8:05 AM 
To: Mungham, Tony; Bissessar, David 
Cc: Moxon, Christopher 
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Good morning, 


i met with my Director yesterday, Bente Baklid, and she is curious to know how much funding we received to pilot this 


project. l've read the BN to the Minister and the PIA and cannot find the cost amount. Can you please let me know. 


Thanks 


Jodi Marchand 


voyageurs, section des initiatives majeures 


Border Operations Directorate | Direction opérations frontalières - Operations Branch | Direction générale 
ces operations 
Canada Border Services Agency | Agence des services frontaliers du Canada 


191 Laurier Avenue West, 7% Е 


ON K1A 018 


Telephone | Téléphone (613) 946-5969 
Government of Canada | Gouvernement du Canada 
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